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 2013 Global Trends in Cloud Encryption1 
Ponemon Institute, April 2014 

 
Part 1. Executive Summary 
 

Ponemon Institute is pleased to present the third annual Trends in Cloud Encryption Study. This research is a 
supplementary report that is part of a larger study entitled the 2013 Global Encryption Trends Study published in 
February 2014. In this study, we surveyed 4,275 business and IT managers in the United States, United Kingdom, 
Germany, France, Australia, Japan, Brazil and Russia.

2
 The purpose of the presented research is to examine how 

organizations go about protecting a plethora of information assets entrusted to cloud providers. 
 
In our research we consider how encryption is used to ensure sensitive or confidential data is kept safe and 
secure when transferred to external-based cloud service providers. We believe these findings are important 
because they demonstrate the relationship between encryption and the preservation of a strong security posture 
in the cloud environment. As shown in this research, organizations with a relatively strong security posture are 
more likely to transfer sensitive or confidential information to the cloud.  In addition, they are more likely to encrypt 
data at rest in the cloud ecosystem. The issues covered in this research include the following: 
 
 What percent of organizations currently transfer sensitive or confidential data to external cloud-based 

services? 

 Who is most responsible for protecting sensitive or confidential data transferred to a cloud-based service 
provider?  Is it the cloud provider, the cloud consumer or is it a shared responsibility? 

 Do organizations have the ability to safeguard sensitive or confidential data before or after it is transferred to 
the cloud? 

 Do respondents believe their cloud providers have the ability to safeguard sensitive or confidential data within 
the cloud? 

 Do respondents believe the adoption of cloud services impacts their organization’s security posture? 

 Where is encryption applied to protect data that is transferred to the cloud?  

 Do organizations fully comprehend or even have visibility of the steps or measures taken by the cloud 
provider to protect sensitive or confidential data? 

 Who manages encryption keys when sensitive and confidential data is transferred to the cloud? 

 
Following is a summary of key findings relating to data protection, encryption and key management activities in 
the cloud. 
 
1. Three-year trends. In general, trends in cloud encryption have remained relatively stable over the past three 
years.  Findings show that the percentage of organizations transferring sensitive or confidential data to the cloud 
has increased from 49 percent in 2011 to 53 percent in 2013. According to the survey results, the percentage of 
respondents who are knowledgeable about the security practices of cloud providers has increased from 29 
percent to 35 percent in the past three years. 
 
Respondents are less likely to believe that cloud services decrease their organizations’ security posture (from 39 
percent in 2011 to 34 percent in 2013). The use of encryption for data at rest in the cloud appears to be 
increasing.  For software as a service (SaaS) we see an increase from 32 percent in 2011 to 39 percent in 2013.  
Similarly, for infrastructure (IaaS) and platform (PaaS) as a service, we see an increase from 17 percent in 2011 
to 26 percent in 2013.  
 
2. Transfer of sensitive or confidential data to the cloud. A majority of respondents in all country samples are 
transferring sensitive or confidential information to the cloud. Only 11 percent of respondents say their 
organizations are not transferring sensitive or confidential information or have no plan to use any cloud service.  
German companies have the highest transfer rate at 65 percent and Russian organizations have the lowest 
transfer rate at 38 percent. There is a relationship between the rate of transfer and the security posture of 
organizations in all country samples. Specifically, 0rganizations with a stronger security posture are more likely to 
transfer sensitive or confidential data to the cloud environment. 
 

                                                        
1
This research is part of a larger survey project. See 2013 Global Encryption Trends Study. Ponemon Institute, 

February 2014 for more details about the survey and sampling methods used in the present study.  
2
In the figures, countries are abbreviated as follows: Germany (DE), Japan (JP), United States (US), United 

Kingdom (UK), Australia (AU), France (FR), Brazil (BZ) and the Russian Federation (RF).   
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3. Most responsible for protecting sensitive or confidential data transferred to the cloud. According to 
respondents, responsibility for protecting sensitive data in the cloud is very dependent on the type of service in 
question.  In a SaaS environment more than half view the cloud provider as being primarily responsible for 
security and less than a quarter view cloud consumers as being primarily responsible. Only 19 percent see this as 
a shared responsibility. 
 
In contrast, nearly half of users of IaaS/PaaS environments for sensitive data view security as a shared 
responsibility between the user and provider of cloud services.  Only 22 percent see this as the sole responsibility 
of the cloud provider. 
 
Respondents in France and Brazil are most likely to perceive their SaaS providers as most responsible for 
protecting sensitive or confidential data in the cloud. In contrast, respondents in Russia and Australia are least 
likely to see the SaaS provider as most responsible for protecting data in the cloud.  
 
4. The protection of sensitive or confidential data at rest in the cloud. Fifty-nine percent of respondents say 
sensitive or confidential data at rest in the IaaS/PaaS environment is readable – or not protected by encryption, 
tokenization, suppression, masking or other means. Similarly, 45 percent of respondents say data at rest in the 
SaaS environment is readable. 
 
Thirty-nine percent of respondents say data at rest is encrypted in the SaaS environment and 26 percent say data 
is encrypted in the IaaS/PaaS environment. German organizations are the most likely to encrypt data at rest in all 
cloud environments. Organizations in Brazil are the least likely to encrypt data at rest in the SaaS environment 
and those in the UK and Australia are least likely to encrypt data at rest in the IaaS/PaaS environment. 
 
Forty-four percent and 40 percent of organizations whose sensitive data is being protection by encryption in SaaS 
and IaaS/PaaS environments, respectively, apply that encryption before data is sent to the cloud. Twenty-nine 
percent and 25 percent of SaaS and IaaS/PasS of respondents report that data is encrypted in the cloud using 
tools placed in the cloud by the organization.  Whereas Twenty-seven percent and 36 percent of respondents  
report that their data is encrypted in SaaS and IaaS/PaaS environments, using tools deployed in the cloud by the 
cloud provider. 
 
An analysis by industry shows retail, hospitality and service organizations are most likely to have unprotected 
sensitive or confidential data while it is stored (at rest) in the cloud environment.  In contrast, defense, 
transportation and financial service organizations are most likely to use encryption or tokenization to protect 
sensitive or confidential data at rest in the cloud. In addition, there is a positive relationship between the 
organization’s security posture and the use of encryption to protect data at rest in the cloud environment. 
 
5. Encryption of data directly in cloud-based applications. Thirty-four percent of respondents in all country 
samples combined say their organizations utilize encryption to protect sensitive or confidential data directly within 
cloud-based applications. Nearly half of German respondents utilize encryption within applications. In contrast, 
Brazilian respondents appear to be much less likely to utilize encryption in the application.  In addition, there 
appears to be a positive relationship between security posture and the propensity to encrypt or decrypt data within 
cloud-based applications. 
 
6. Steps taken by the cloud provider to protect sensitive or confidential data. Nearly half of organizations 
using SaaS do not know what steps or measures are taken by the cloud provider to protect their sensitive or 
confidential data. German organizations are most likely to know the steps or measures taken by the cloud 
provider. 
 
7. How cloud services impact the organizations’ security posture. Thirty-six percent of respondents believe 
that sending sensitive data to a SaaS environment and 32 percent believe that sensing sensitive data to a 
IaaS/PaaS environment decreases their organizations’ security posture.  Only 16 percent believe SaaS increases 
security posture and 17 percent believe IaaS/PaaS increases security posture. 
  
French respondents are the most likely to believe the use of cloud services decreases their organization’s security 
posture. In contrast, respondents in the UK, Russia and Brazil are the least likely to perceive the use of SaaS and 
IaaS/PaaS as decreasing security posture. 
 
8. Who controls the encryption keys? Thirty-four percent of respondents believe their organization is in control 
of encryption keys for both data that is encrypted at the application level and while at rest in the cloud 
environment. Another 29 percent believe control of encryption keys for data at rest is a shared activity between 
the organization and the cloud provider.  Only 19 and 17 percent of respondents, respectively, view the cloud 
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provider as having control over encryption keys when used for either encryption at the application level or while 
data is at rest. 
 
German organizations are the most likely to say their organizations have control of encryption keys at the 
application level and for protecting data at rest in the cloud. In contrast, Brazilian respondents are the least likely 
to say their organizations have control over encryption keys. 
 
9. The Key Management Interoperability Protocol (KMIP). This is a standard designed to be a comprehensive 
protocol for communication between enterprise key management systems and encryption devices or applications.  
According to 54 percent of respondents, KMIP is most important for cloud based applications and storage. This 
represents a 12 percent increase between 2013 and 2012. 
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Part 2.  Key Findings 
 
Transfer of sensitive or confidential data to the cloud 
 
According to Figure 1, 53 percent of respondents in all country samples combined are presently transferring 
sensitive or confidential information to the cloud environment.  Another 36 percent say their organizations are 
likely to do so in the next two years. Only 11 percent of respondents say their organizations are not transferring 
sensitive or confidential information or have no plan to use any cloud service. Also shown are results for 2012 and 
2011, which are generally consistent with 2013 results. 
 
Figure 1. Do you currently transfer sensitive or confidential data to the cloud, whether or not it is 
encrypted or made unreadable via some other mechanism? 

 
Figure 2 shows the percentage of respondents who say their organizations transfer sensitive or confidential 
information for 8 country samples.  As can be seen, Germany has the highest transfer percentage at 65 percent 
and Russia has the lowest transfer percentage at 38 percent. 
 
Figure 2. Percentage of respondents who say their organizations transfer sensitive or confidential data to 
the cloud by country sample 
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Figure 3 provides an analysis of respondents’ organizations that transfer sensitive or confidential data to the cloud 
by four quartiles defined by the Security Effectiveness Score. To estimate the security posture of organizations, 
we used the Security Effectiveness Score or SES as part of the survey process.

3
 The SES range of possible 

scores is +2 (most favorable) to -2 (least favorable). 
 
We define an organization’s security effectiveness as being able to achieve the right balance between efficiency 
and effectiveness across a wide variety of security issues and technologies. A favorable score indicates that the 
organization’s investment in people and technologies is both effective in achieving its security mission and is also 
efficient. In other words, they are not squandering resources and are still being effective in achieving their security 
goals. 
 
As shown in Figure 3, there appears to be an inverse relationship between SES quartile mean values and the 
average rate for transferring sensitive data. Organizations in the first quartile – or those achieving the highest 
SES) – have a much higher transfer rate than those organizations in the fourth quartile (65 percent vs. 40 
percent). 
 
Figure 3. Percentage of respondents who say their organization transfers sensitive or confidential data to 
the cloud 
Consolidated analysis by SES quartiles  

 

                                                        
3
The Security Effectiveness Score was developed by Ponemon Institute in its annual encryption trends survey to 

define the security posture of responding organizations. The SES is derived from the rating of 24 security features 
or practices. This method has been validated from more than 45 independent studies conducted since June 2005. 
The SES provides a range of +2 (most favorable) to -2 (least favorable). Hence, a result greater than zero is 
viewed as net favorable. For additional information about the SES for the eight countries included in this study, 
please see the “2013 Global Encryption Trends Study, February 2014.”  
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Most responsible for protecting sensitive or confidential data transferred to the cloud 
 
Figure 4 shows the most responsible party for securing data in a SaaS cloud environment is the service provider 
according to 54 percent of respondents.  For 24 percent, the SaaS user is deemed most responsible for protecting 
sensitive or confidential data. Only 19 percent see this as a shared responsibility.  Comparing the present study to 
last’s years result, we see the percentage rating of the cloud provider decreasing from 60 percent to 54 percent, 
while the cloud user increased from 21 percent to 24 percent. 
 
Figure 4. Who is most responsible for protecting sensitive or confidential data? 
Consolidated analysis for SaaS 

 
Figure 5 shows the most responsible party for securing data in IaaS/PaaS environments. Forty-seven percent of 
respondents view this as a shared responsibility.  For 26 percent, the IaaS or PaaS user is deemed most 
responsible for securing sensitive or confidential data. Only 22 percent see this as the cloud provider’s 
responsibility.  Comparing the present study to last year, we see the percentage rating of shared responsibility 
increasing from 43 percent to 47 percent, while the IaaS or PaaS user increased from 24 percent to 26 percent. 
 
Figure 5. Who is most responsible for protecting sensitive or confidential data? 
Consolidated analysis for IaaS or PaaS 
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Our next analysis shows the percentage of respondents in 8 countries who view the SaaS or IaaS/PaaS provider 
as most responsible for protecting sensitive or confidential data transferred to the cloud.  As shown in Figure 6, 
both France and Brazil at 61 percent are most likely to see SaaS providers as the most responsible party for data 
protection.  In contrast, Russia and Australia at 42 percent and 50 percent, respectively, are least likely to see the 
SaaS provider as most responsible. In the context of IaaS/PasS, cloud providers are much less likely to be 
deemed most responsible in all eight country samples.  
 
Figure 6. Percentage of respondents who say the cloud provider is most responsible for protecting 
sensitive or confidential data transferred to the cloud? 
Analysis for SaaS and IaaS / PaaS by country sample 
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The protection of sensitive or confidential data that is stored in the cloud 
 
Figure 7 summarizes how stored data (data at rest) is protected in both the SaaS and IaaS/PasS environments. 
Fifty-nine percent of respondents believe that their data at rest in the IaaS/PaaS environment is readable i.e. is 
unprotected.  Similarly, 45 percent believe their data at rest in the SaaS environment is readable. In the SaaS and 
IaaS/PaaS environments, 39 percent and 26 percent, respectively, believe data at rest is protected (made 
unreadable) using encryption. 
 
Figure 7. Does your organization protect data at rest in the cloud through the use of encryption or other 
measures? 
Consolidated analysis for SaaS and IaaS/PaaS 

 
 
Figure 8 shows the consolidated view of respondents who say their organizations use encryption to protect 
sensitive or confidential data when it is stored in the cloud.  As shown, the percentage “yes” response has steadily 
increased for SaaS and IaaS/PaaS over the past three years. 
 
Figure 8. What is the percentage of respondents using encryption for data at rest in the cloud? 
*The FY 2011 and FY 2012 percentages are extrapolated from approximate survey questions 
Consolidated analysis for SaaS and IaaS/PaaS 
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Our next analysis shows the percentage of respondents in 8 countries who say their organizations protect data at 
rest in the cloud using encryption. Figure 9 shows German organizations are the most likely to encrypt data at rest 
in both the SaaS and IaaS/PaaS environments. Organizations in Brazil are the least likely to encrypt data at rest 
in the SaaS environment and those in the UK and Australia are least likely to encrypt data at rest in the IaaS/PaaS 
environment. 
 
Figure 9. What is the percentage of respondents who say data at rest is protected using encryption? 
Analysis for SaaS and IaaS / PaaS by country sample 
 

 
 
As shown in Figure 10, there appears to be a positive relationship between SES quartile mean values and the use 
of encryption to protect data at rest in the cloud environment. Organizations in the first quartile (or those achieving 
the highest SES) – have a much higher rate of encryption usage than those organizations in the fourth quartile (51 
vs. 19 percent). 
 
Figure 10. Percentage of respondents who say encryption is used to make data at rest unreadable 
Consolidated analysis by SES quartiles
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Figure 11 summarizes how encryption of data at rest in the cloud environment is applied.  As shown, 44 percent 
and 40 percent of organizations using SaaS and IaaS/PaaS, respectively, apply encryption before data is sent to 
the cloud. Twenty-nine percent and 25 percent of SaaS and IaaS/PaaS encrypt data at rest in the cloud using 
tools placed in the cloud by the organization.  Twenty-seven percent and 36 percent of data in SaaS and 
IaaS/PaaS environments rely on data at rest encryption that is applied directly in the cloud by the cloud provider. 
 
Figure 11. If data at rest in the cloud is encrypted, how is that protection applied? 
Consolidated analysis for SaaS and IaaS / PaaS 
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Figure 12 summarizes industry results for two questions: (1) is sensitive or confidential data transferred to the 
cloud? (2) Is that sensitive data readable  (i.e., in clear text) while it is stored (at rest) in the cloud?  As shown, 
retail, hospitality and service organizations are most likely to have unprotected sensitive or confidential data in the 
cloud environment.  In contrast, defense, transportation and financial service organizations are most likely to use 
encryption to protect sensitive or confidential data in the cloud. 
 
Figure 12. If data at rest in the cloud is encrypted, how is that protection applied? 
Consolidated analysis for SaaS and IaaS / PaaS 
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Encryption of data directly in cloud-based applications 
 
Thirty-four percent of respondents in all country samples combined say their organizations utilize encryption of 
data directly within cloud-based applications. Figure 13 shows the country-level use rate for both SaaS and 
IaaS/PaaS cloud environments.  As can be seen, respondents in the German sample say their organizations are 
much more likely to encrypt data within cloud-based applications than other countries. 
 
Figure 13.  Percentage of respondents who say their organization encrypts or decrypts data directly 
within cloud based applications 
Analysis for SaaS and IaaS / PaaS by country sample 

 
Figure 14 shows a relationship between SES the propensity to encrypt or decrypt  data within cloud-based 
applications. Organizations in the first and second quartiles – or those with relatively high SES results – have a 
higher adoption rate than those the third and fourth quartiles. 
 
Figure 14. Percentage of respondents who say their organization encrypts or decrypts data directly within 
cloud-based applications 
Consolidated analysis by SES quartiles
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For those organizations that encrypt or decrypt data directly within cloud-based applications, exactly two thirds 
say the cloud provider is responsible for providing this capability. Figure 15 reports country-level results, which 
consistently shows the cloud provider as most responsible for providing application-level encryption capabilities. 
 
Figure 15. Most responsible for providing the application-level encryption capability by country samples 
Analysis for SaaS 
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Steps taken by the cloud provider to protect sensitive or confidential data 
 
According to Figure 16, 49 percent of organizations using SaaS do not know what steps or measures are taken by 
the cloud provider to protect their sensitive or confidential data.  In comparison to last year’s study, the “no” 
response decreased slightly from 52 percent to 49 percent. 
 
Figure 16. Do you know what steps are taken by the cloud provider to protect sensitive or confidential 
data? 
Consolidated analysis for SaaS 

 
Figure 17 reports 35 percent of organizations using IaaS/PaaS know what steps or measures are taken by the 
cloud provider to protect their sensitive or confidential data.  In comparison to last year’s study, the “no” response 
decreased slightly from 48 percent to 46 percent. 
 
Figure 17. Do you know what steps are taken by the cloud provider to protect sensitive or confidential 
data? 
Consolidated analysis for IaaS / PaaS 
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Figure 18 shows the consolidated view of respondents who say their organizations know the steps taken by cloud 
providers to protect sensitive or confidential data.  As can be seen, the percentage “yes” response has steadily 
increased over the past three years. 
 
Figure 18. Percentage of respondents who say they know the steps taken by the cloud provider to protect 
sensitive or confidential data 
Consolidated analysis for SaaS, IaaS and PaaS combined 

 
Figure 19 shows the percentage of respondents who say their organizations know the steps taken by SaaS and 
IaaS/PaaS providers to protect sensitive or confidential information.  At 55 percent, German organizations have 
the highest percentage “yes” response for the IaaS/PaaS cloud environment.  In addition, at 41 percent, German 
and Japanese organizations have the highest percentage “yes” response for the SaaS cloud environment. 
 
Figure 19. Percentage of respondents who say they know the steps taken by the cloud provider to protect 
sensitive or confidential data 
Analysis for SaaS and IaaS / PaaS by country sample 
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How cloud services impact the organizations’ security posture 
 
Figure 20 summarizes respondents’ belief about the impact of using SaaS environments on the security posture 
of their organizations. Forty-five percent say SaaS does not impact the organization’s security posture.  Thirty-six 
percent believe SaaS decreases the organization’s security posture.  Only 16 percent believe SaaS increases 
security posture.  As can be seen, these results remain steady over two years. 
 
Figure 20. Has the adoption of cloud services changed your organization’s security posture? 
Consolidated analysis for SaaS 

 
Figure 21 reports respondents’ belief about the impact of using IaaS/PaaS environments on the security posture 
of their organizations. Here again, 45 percent say IaaS/PaaS does not impact the organization’s security posture 
and 32 percent believe IaaS/PaaS decreases the organization’s security posture.  Only 17 percent believe 
IaaS/PaaS increases security posture. Similar to the above, these results remain steady over two years 
 
Figure 21. Has the adoption of cloud services changed your organization’s security posture? 
Consolidated analysis for IaaS / PaaS 
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Figure 22 shows the consolidated view of respondents who say their organizations suffered a decrease in security 
by virtue of moving sensitive or confidential data to the cloud.  As can be seen, the percentage “yes” response has 
steadily decreased over the past three years. 
 
Figure 22.  Percentage of respondents who believe the cloud decreased security posture 
Consolidated analysis for SaaS, IaaS and PaaS combined 

 
 
Our next analysis shows the percentage of respondents in 8 countries who say the use of SaaS and IaaS/PaaS 
decreases their organizations’ security posture. Figure 19 shows French respondents are the most likely to 
believe the use of SaaS and IaaS/PaaS decreases their organization’s security posture. In contrast, respondents 
in the UK, Russia and Brazil are the least likely to perceive the use of SaaS and IaaS/PaaS as decreasing 
security posture. 
 
Figure 23.  Percentage of respondents who believe the cloud decreased security posture 
Analysis for SaaS and IaaS / PaaS by country sample 
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Who controls the encryption keys 
 
Figure 24 examines the issue of control over encryption keys in the cloud environment for both encryption of data 
at rest and encryption of data at the application level.  Thirty-four percent of respondents believe their organization 
is in control of encryption keys for both data encrypted at the application level and at rest in the cloud 
environment. Another 28 percent and 29 percent believe control of encryption keys is a shared activity between 
the organization and the cloud provider.  Only 19 percent and 17 percent of respondents, respectively, view the 
cloud provider as having control over encryption keys for either encryption at the application level or for data at 
rest. 
 
Figure 24. Who is in control of encryption keys when data is encrypted in the cloud? 
Consolidated analysis for encryption at both the application level and for data at rest in the cloud 

 
 
Figure 25 shows German organizations are the most likely to say their organizations have control of encryption 
keys at the application level and for data at rest in the cloud. Brazilian respondents are the least likely to say their 
organizations have control over encryption keys at the application level and for data at rest in the cloud. 
 
Figure 25. Percentage of respondents who say their organization is in control of encryption keys 
Consolidated analysis for encryption at both the application level and for data at rest in the cloud by country 
sample 
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The Key Management Interoperability Protocol (KMIP) is a standard that is designed to be a comprehensive 
protocol for secure exchange of keys between key management systems and encryption devices or applications. 
By using a standardized protocol, organizations are able to simplify key management and deploy key 
management systems that span multiple use cases and equipment vendors. 
 
According to 54 percent of respondents, KMIP is most important for cloud based applications and storage. This 
represents a 12 percent increase between 2013 and 2012.  As shown in Figure 26, KMIP appears to be least 
important for end user devices such as laptops, tablets and smart phones or remote applications such as retail 
locations.  
 
Figure 26. Where KMIP is most important 
Two choices permitted 
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Part 3. Methods & Limitations 
 
Table 1 reports the sample response for 8 separate country samples. The sample response for this study was 
conducted over a 49-day period ending in December 2013. Our consolidated sampling frame of practitioners in all 
countries consisted of 118,423 individuals who have bona fide credentials in IT or security fields.  From this 
sampling frame, we captured 4,802 returns of which 547 were rejected for reliability issues. Our final consolidated 
2013 sample was 4,275, thus resulting in a 3.6 percent response rate. The first encryption trends study was 
conducted in the US in 2005.

6
  Since then we have expanded the scope of the research to include 8 separate 

country samples.  Trend analysis was performed on combined country samples.  As noted before, we added the 
Russian Federation in this year’s study.  
 

Table 1. Sample response in 8 countries 

Countries Sampling frame Total returns Rejected surveys Final sample 

United States 26,553  1,001   109   892 

United Kingdom 15,995   688  71  637  

Germany 16,030  650  48  602   

France 15,916  558  80  478  

Australia 9,503  456  42  414  

Japan 14,020  569  48  521  

Brazil 14,371  603  73  530  

Russian Federation 6,035  277  76  201  

Total 118,423 4,802 547 4,275 

 
As noted in Table 2, the respondents’ average (mean) experience in IT, IT security or related fields is 10.25 years.  
Approximately 25 percent of respondents are female and 75 percent male.

7
 

 

Table 2. Other characteristics of respondents 

Experience levels Mean years Gender Combined% 

Overall experience  11.02  Female 25% 

IT or security experience  10.25  Male 75% 

 
  

                                                        
6
The following matrix summarizes the samples and sample sizes used in all figures showing trends. 

 

Country/year 2013 2012 2011 2010 2009 2008 2007 2006 2005 

Australia 414  938  471 477 482 405 0 0 0 

Brazil 530  637  525 0 0 0 0 0 0 

France 478  584  511 419 414 0 0 0 0 

Germany 602  499  526 465 490 453 449 0 0 

Japan 521  466  544 0 0 0 0 0 0 

Russia 201 0 0 0 0 0 0 0 0 

United Kingdom 637  550  651 622 615 638 541 489 0 

United States 892  531  912 964 997 975 768 918 791 

Total 4,275  4,205  4,140 2,947 2,998 2,471 1,758 1,407 791 

 
7
This skewed response showing a much lower frequency of female respondents in our study is consistent with 

earlier studies – all showing that males outnumber females in the IT and IT security professions within the seven 
countries sampled. 
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Pie Chart 1 summarizes the approximate position levels of respondents in our study.  As can be seen, the majority 
(52 percent) of respondents are at or above the supervisory level. 
 
Pie Chart 1. Distribution of respondents according to position level 
Consolidated from eight separate country samples 

 
Pie Chart 2 reports the primary industry segments of organizations represented in this research.  As shown, 16 
percent of respondents are located in the financial services industry, which includes banking, investment 
management, insurance, brokerage, payments and credit cards.  Another 11 percent are located in public sector 
organizations, including central and local government.  
 

Pie Chart 2. Distribution of respondents according to primary industry classification 
Consolidated from eight separate country samples 

 
 
 
 
 
 
 
According to Pie Chart 3, the majority of respondents (70 percent) are located in larger-sized organizations with a 
global headcount of more than 1,000 employees. 
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Pie Chart 3. Distribution of respondents according to organizational headcount 
Consolidated for eight separate country samples 

 
 
Limitations 
 
There are inherent limitations to survey research that need to be carefully considered before drawing inferences 
from the presented findings. The following items are specific limitations that are germane to most survey-based 
research studies. 
 
 Non-response bias: The current findings are based on a sample of survey returns. We sent surveys to a 

representative sample of IT and IT security practitioners in eight countries, resulting in a large number of 
usable returned responses. Despite non-response tests, it is always possible that individuals who did not 
participate are substantially different in terms of underlying beliefs from those who completed the survey. 
 

 Sampling-frame bias: The accuracy of survey results is dependent upon the degree to which our sampling 
frames are representative of individuals who are IT or IT security practitioners within the sample of eight 
countries selected. 
 

 Self-reported results: The quality of survey research is based on the integrity of confidential responses 
received from respondents. While certain checks and balances were incorporated into our survey evaluation 
process including sanity checks, there is always the possibility that some respondents did not provide truthful 
responses. 
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Appendix 1: Consolidated Findings 
 
The following tables provide the percentage frequencies for survey questions dedicated to cloud encryption 
consolidated for eight country samples (weighted by sample size). All survey responses were gathered over a 49-
day period ending in December 2013. Please note that certain survey questions were omitted if not utilized in the 
report. 
 

Cloud encryption questions 
Software as a 

service 

Q10a. Do you currently transfer sensitive or confidential data to the cloud, 
whether or not it is encrypted or made unreadable via some other mechanism? Consolidated 

Yes, we are presently doing so 54% 

No, but we are likely to do so in the next 12 to 24 months 31% 

No (skip to end if you do not use or plan to use any cloud services) 15% 

Total 100% 

  

Q10b. In your opinion, who is most responsible for protecting sensitive or 
confidential data transferred to the cloud? Consolidated 

The cloud provider 54% 

The cloud user 24% 

Shared responsibility 19% 

Not applicable 3% 

Total 100% 

  

Q10c-1. Does your organization protect data at rest in the cloud through the use 
of encryption or some other measure that renders data unreadable (e.g. 
tokenization)? Consolidated 

Yes (data at rest is protected using encryption) 39% 

Yes (data at rest is made unreadable by some other means) 16% 

No 45% 

Total 100% 

  
Q10c-2. If  data at rest in the cloud is protected by the use of encryption, how is 
that protection applied? Consolidated 

Data is encrypted before it is sent to the cloud (please exclude the use of 
SSL/IPSec or other network encryption when answering) 44% 

Data at rest in the cloud is encrypted in the cloud using tools placed there by 
your organization 29% 

Data at rest in the cloud is encrypted in the cloud by the cloud provider 27% 

Total 100% 

  

Q10d-1. Does your organization encrypt or decrypt data directly within cloud 
based applications? Consolidated 

Yes 34% 

No 66% 

Total 100% 

  

Q10d-2. If data is encrypted or decrypted directly within cloud based 
applications, who is responsible for providing that encryption capability? Consolidated 

Your organization 33% 

The cloud provider 67% 

Total 100% 
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Q10e. Do you know what steps or measures are taken by the cloud provider to 
ensure that your organization’s sensitive or confidential data is protected? Consolidated 

Yes 34% 

No 49% 

Unsure 9% 

Not applicable 8% 

Total 100% 

  

Q10f. Do you believe the adoption of cloud services has increased or decreased 
your organization’s security posture? Consolidated 

Increased 16% 

No change 45% 

Decreased 36% 

Unsure 6% 

Total 100% 

  

Q10g. Does your cloud provider offer encryption as part of its service offerings? Consolidated 

Yes, as a premium service 19% 

Yes, as a standard service 33% 

No 29% 

Unsure 20% 

Total 100% 

  

 

Infrastructure or 
platform as a 

service 

Q10a. Do you currently transfer sensitive or confidential data to the cloud, 
whether or not it is encrypted or made unreadable via some other mechanism? Consolidated 

Yes, we are presently doing so 53% 

No, but we are likely to do so in the next 12 to 24 months 37% 

No (Go to Part 3 if you do not use or plan to use any cloud services) 9% 

Total 100% 

  

Q10b. In your opinion, who is most responsible for protecting sensitive or 
confidential data transferred to the cloud? Consolidated 

The cloud provider 22% 

The cloud user 47% 

Shared responsibility 26% 

Not applicable 6% 

Total 100% 

  

Q10c-1. Does your organization protect data at rest in the cloud through the use 
of encryption or some other measure that renders data unreadable (e.g. 
tokenization)? Consolidated 

Yes (data at rest is protected using encryption) 26% 

Yes (data at rest is made unreadable by some other means) 15% 

No 59% 

Total 100% 
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Q10c-2. If  data at rest in the cloud is protected by the use of encryption, how is 
that protection applied? Consolidated 

Data is encrypted before it is sent to the cloud (please exclude the use of 
SSL/IPSec or other network encryption when answering) 40% 

Data at rest in the cloud is encrypted in the cloud using tools placed there by 
your organization 25% 

Data at rest in the cloud is encrypted in the cloud by the cloud provider 36% 

Total 100% 

  

Q10d-1. Does your organization encrypt or decrypt data directly within cloud 
based applications? Consolidated 

Yes 34% 

No 66% 

Total 100% 

  

Q10d-2. If data is encrypted or decrypted directly within cloud based 
applications, who is responsible for providing that encryption capability? Consolidated 

Your organization 29% 

The cloud provider 71% 

Total 100% 

  

Q10e. Do you know what steps or measures are taken by the cloud provider to 
ensure that your organization’s sensitive or confidential data is protected?  Consolidated 

Yes 35% 

No 46% 

Unsure 12% 

Not applicable 7% 

Total 100% 

  

Q10f. Do you believe the adoption of cloud services has increased or decreased 
your organization’s security posture? Consolidated 

Increased 17% 

No change 45% 

Decreased 32% 

Unsure 7% 

Total 100% 

  

Q10g. Does your cloud provider offer encryption as part of its service offerings? Consolidated 

Yes, as a premium service 14% 

Yes, as a standard service 31% 

No 47% 

Unsure 8% 

Total 100% 

  

Q10h-1. Who is in control of encryption keys with data is encrypted in the cloud?  
For encryption for data at rest in the cloud. Consolidated 

My organization 34% 

The cloud provider 17% 

A third-party service (not including the cloud provider) 18% 

A combination of my organization and the cloud provider 29% 

Other (please specify) 2% 

Total 100% 
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Q10h-2. Who is in control of encryption keys with data is encrypted in the cloud?  
For encryption at the application level in the cloud. Consolidated 

My organization 34% 

The cloud provider 19% 

A third-party service (not including the cloud provider) 17% 

A combination of my organization and the cloud provider 28% 

Other (please specify) 2% 

Total 100% 

  

D1. What organizational level best describes your current position? Consolidated 

Senior Executive 1% 

Vice President 2% 

Director 18% 

Manager/Supervisor 31% 

Associate/Staff/Technician 44% 

Other 3% 

Total 100% 

  

D2. Check the functional area that best describes your organizational location. Consolidated 

IT operations 60% 

Security 14% 

Compliance 8% 

Finance 3% 

Lines of business (LOB) 13% 

Other 3% 

Total 100% 

  

D3. What industry best describes your organization’s industry focus? Consolidated 

Financial services 16% 

Public sector 11% 

Technology & software 7% 

Healthcare & pharmaceutical 7% 

Manufacturing 10% 

Communications 5% 

Consumer products 5% 

Hospitality & leisure 5% 

Transportation 5% 

Retailing 7% 

Services 7% 

Defense 2% 

Education & research 3% 

Energy 4% 

Entertainment & Media 4% 

Other 2% 

Total 100% 

  

D4. What is the worldwide headcount of your organization? Consolidated 

Less than 500 12% 

500 to 1,000 18% 

1,001 to 5,000 30% 

5,001 to 25,000 26% 

25,001 to 75,000 11% 

More than 75,000 4% 

Total 100% 
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